Revise Social Security Number / Taxpayer Identification Number Question
CR# 2014-02C
Requester:  CCCApply Steering Committee
Current Status: Approved
Section:  OpenCCC Account Creation/Review Personal Info 
Change to Data Download:  Yes 
Change to Logic: No
User Notification Required:  Yes
Spanish Hover Help: Yes
Documentation:  Yes (all required)
Applications:  OpenCCC; Standard, International, BOG


Proposed Changes:
1) Significant revision to the onscreen language (text), including the addition of required IRS federal, and state regulations for collecting, storing and using student information for multiple purposes, and the required admonishments for failure to comply.
2) Significant revision to the SSN Encouragement language and related error messages, including / reiterating the federal, IRS, and state regulations as above, plus admonishments for failure to comply.
3) Data fields / integrity checking revised to include Taxpayer ID numbers (all possible types).
4) Two new hyperlink Pop-Up Help boxes: 1) Exceptions. (The exceptions to the federal IRS regulations); 2) Definitions of SSN and all acceptable Taxpayer ID numbers. 

Problem/Issue:

California Community Colleges are receiving Internal Revenue Service (IRS) penalty notices for failure to provide taxpayer identification numbers (TIN or SSN), or incorrect numbers, to the IRS Form 1098-T, for some students attending their college. Colleges that cannot obtain the correct information from the student may be penalized by the IRS. Colleges that can show Reasonable Cause and demonstrate they have acted in a “responsible manner” (Per IRS p.1598) to obtain the missing or incorrect TIN/SSN may be eligible to have assessed penalties waived by the IRS.  CCCApply, owned by a state agency, may be able to help minimize this problem by adhering to the regulations.   
Steering Response

Steering Committee approved this request.  CCCCO Legal responded with specific instructions and requirements to revise the language of the required “statement” – or disclosure of all IRS federal regulations around requesting and submitting student PII (SSN numbers). Revised statement is pending final approval (4/15/14). Note: Per Steering (Tim) we will move forward with revised statement.
Solution Request Notes: 

In order for colleges to comply with the reporting provisions of IRS regulations 26 C.F.R. § 1.6050S-1 et seq., and avoid penalties by the IRS, OpenCCC / CCCApply will “act in a responsible manner” to show Reasonable Cause by presenting an initial notice (statement) to the student at the time of account creation. Per Legal Opinion 13-05, CCCApply, which is owned by a state agency, must also adhere to the Information Practices Act of 1977, disclosing who, what, why, where and how to access the collect data, if desired. Legal also recommends that students “confirm” receipt of disclosures and admonitions relative to consequences for failing to comply with federal regulations. 
Specifications

This specification includes:

1) Text changes to question title, data field labels, and additional “New SSN Language” text.

2) Add two new Help Pop-Up hyperlink boxes: “Exceptions” and “Types of Taxpayer Identification Numbers” (see Appendix II). 
3) Revise SSN data element/field with new language, logic, error messages, etc.
4) Add New downloadable data field: SSN_Type (including logic, verification checking, error messages, etc.)
5) Revise SSN_No data field (new language, error message, and prompt to SSN Encouragement).
6) Revise SSN Encouragement language and error messages.

1) Text changes to SSN question format and layout. 


a. Update question title - to “Social Security Number (or Taxpayer Identification Number)”.

b. Add “or Taxpayer Identification Number” text to data fields labels, as shown below. 

Social Security Number (or Taxpayer Identification Number)
[image: image1.wmf]

***********


Repeat Social Security Number (or Taxpayer Identification Number)
[image: image2.wmf]

***********


c. Replace prompt text with the “New SSN Language” (Appendix I) in a highlighted text box directly below [Checkbox] “I plan to apply to college or financial aid”.  (as shown in mockup)
(See Appendix 1)
 
2) Add two new hyperlink Pop-Up Help boxes (as indicated in the “New SSN Language”).
(See Appendix II: Help Pop-Ups)  
a. Hyperlink Help Pop-Up #1 = “Taxpayer Identification Number” 
b. Hyperlink Help Pop-Up #2 = “Exceptions” (See Appendix II: Help Pop-Ups)


3) Revise SSN data field/element (tracked changes below):


Social Security Number or Taxpayer Identification Number
	Data Name:
	SSN

	Description:
	Applicant’s Social Security number or Taxpayer Identification Number.

	Last Revision:
	 4/30/14

	Data Type/Format:
	Two fields; each 11 characters, numeric plus: format nnn-nn-nnnn

	Error Checking:
	Required user responses, unless checkbox “SSN_No” is not empty; else error message,  “Your Social Security Number, or Taxpayer Identification Number, is invalid or absent. Please enter your number, or check the box confirming you do not have…or decline to provide one at this time.”
Required user responses IF “I am applying for admission to college or financial aid” is not empty, and “I do not have…or decline to provide one” is empty – else error message, “You must provide a valid Social Security Number or Taxpayer Identification Number to be eligible to receive financial aid and to claim tax credits.” 
Hyphens are not required in input, but will be inserted in stored value.

Two SSN entries must match; else error message,  “Your Social Security Number or Taxpayer Identification Number entries do not match.  Please try again.”
Social Security Number, or Taxpayer Identification Number must meet validity check (see Notes/Constraints); else error message, “Your Social Security Number, or Taxpayer Identification Number, is invalid or absent. Please try again”

	Storage/Usage:
	Only one field is stored.

Stored in database for use in autopopulation.

Included in Account Profile.

Not required to be unique: two or more accounts can have the same SSN. (A new account cannot be created if an existing account has the same SSN and Date of Birth, but two accounts can have the same SSN and Date of Birth if data is changed after the account has been created.)

	Notes/Constraints:
	SSN/TIN is sensitive information, protected by federal and state law. For this field, the text, operational characteristics, and usage must be approved by the Legal Counsel of the CCC Chancellor’s Office.

The following validity checks
 are applied to the SSN/TIN entries:
If SSN fields are not empty AND the “SSN_Type” field indicates “Social Security number” THEN
· Area Code (first three digits) may not be 000, 666 or between 900 and 999 (inclusive).

· Group Number (middle two digits) may not be 00.

· Serial Number (final four digits) may not be 0000.
Else, error message, “Your Social Security Number is invalid or absent. Please try again, or change the number “type”.
If SSN fields are not empty and the “SSN_Type” field indicates “Taxpayer ID Number” THEN

· Area Code (first three digits) must be between 900 and 999 (inclusive).
Else, error message: “Your Taxpayer Identification Number is invalid or absent. Please try again or change the number type.”
Do not allow a value to be pasted into either SSN field. Users must type both entries.

New random ssn assignment began on June 25, 2011.  This is documented here:

http://ssa-custhelp.ssa.gov/app/answers/detail/a_id/425/~/determining-social-security-numbers

	Prompt Text:
	The Social Security Number is used as a means of identifying student records and to facilitate financial aid.

(   I plan to apply for admission to college or financial aid.
Paste “Appendix I: New SSN Language” here 

· 
· 
By providing my Social Security Number or Taxpayer Identification Number below, or by indicating that I do not have a Social Security Number or decline to provide one at this time, I confirm 
that I have read and understand the federal regulations provided above, and the state privacy laws and regulations provided in the Privacy Policy
.

Your Social Security Number must be accurate to ensure the integrity of your permanent record and to avoid potential penalties imposed by the IRS for providing an incorrect number.

Social Security Number or Taxpayer Identification Number  [numeric textbox]  ###-##-####

Repeat Social Security Number or Taxpayer Identification Number [numeric textbox]  ###-##-####

	Hover Help:
	Enter your Social Security Number or Taxpayer Identification Number accurately to ensure the integrity of your permanent record.  Enter the number twice to confirm it has been entered correctly.


	Pop-Up Help:
	Exceptions: Clicking on “Exceptions” hyperlink brings up Pop-Up box with list of exceptions to the IRS federal requirements for submitting SSN/TINs.  (See Help #1)
Taxpayer Identification Numbers (TIN): Clicking on “Taxpayer Identification Numbers” hyperlink brings up Pop-Up bOX with definitions of TIN variations that are acceptable for this requirement. (See Help #2)
Clicking on “privacy policy” hyperlink brings up full privacy policy statement in new window.

	Values - Labels:
	Null or numeric string with hyphens


4.
Add new download data field and question:  SSN_Type  (Account Creation and Profile)
a.   Position checkbox, drop-down menu, or radial button
 group directly below the SSN data fields.  

Please indicate the type of number:    

 

Social Security Number
     
Taxpayer Identification Number 

b. New data field/element details for:  SSN_ Type.  
	Data Name:
	SSN_Type

	Description:
	Applicant indicates the type of identification number being provided.

	Last Revision:
	04/15/14

	Data Type/Format:
	1 character, numeric

	Error Checking:
	Required response if SSN is not empty; else error message, “Please indicate the type of number provided, Social Security Number or Taxpayer Identification Number.”
Must not be checked if SSN is empty; else error message, “Your Social Security Number or Taxpayer Identification Number is invalid or empty. Please enter your SSN/TIN number, or remove the number type (indicating Social Security number or Taxpayer Identification number).”


	Storage/Usage:
	Stored in database for download.

Included in Account Profile.

	Notes/Constraints:
	TIN Verification checking:

Use validation to catch TIN format (starts with 9); - else - error message: 
“Invalid Taxpayer Identification Number. Please change the number type for a Social Security Number, or fix your Taxpayer Identification Number.”

	Prompt Text:
	[Radial Button] Please indicate the type of number being provided.

	Hover Help:
	Please select the appropriate number type: Social Security Number or Taxpayer Identification Number.  

	Pop-Up Help:
	

	Values - Labels:
	TBD - 


5. Revise SSN_No 
data field and checkbox, text and format (as shown below) directly below the SSN_Type data field/question [OpenCCC Account Creation; Profile].

(    Check this box if you do not have a Social Security Number or Taxpayer Identification Number, or decline to provide one at this time
.

a. Revise the SSN_No data element (as detailed below):
Social Security Number: None

	Data Name:
	SSN_No

	Description:
	Applicant has no social security number or taxpayer identification number or declines to provide it.

	Last Revision:
	4/15/14

	Data Type/Format:
	1 character, numeric

	Error Checking:
	Must be checked if there is no entry for Social Security Number or Taxpayer Identification Number; else error message, “Your Social Security Number or Taxpayer Identification Number is invalid or absent.”

Cannot check this box if SSN/TIN is entered; else error message, “You have indicated that you have no Social Security number or Taxpayer Identification Number, or decline to provide it, but you entered a Social Security Number or Taxpayer Identification Number. Please uncheck the checkbox (or remove your Social Security Number or Taxpayer Identification Number).”
If this box is checked, AND “I plan to apply for admission or financial aid…” is not empty; else error message, “You must provide a valid SSN or TIN to apply for financial aid or claim tax exemptions from the federal government. If you do not have a Social Security Number or Taxpayer Identification Number, or are not eligible to apply for one due to your current citizenship or alien residency status, please select, “I do not have a Social Security Number or Taxpayer Identification Number.
If this box is checked, OpenCCC will display text below (SSN Encouragement language), and prompt for confirmation or change:

Providing Your Social Security Number or Taxpayer Identification Number
You have chosen not to provide your Social Security number (SSN) or Taxpayer Identification Number (TIN). This is your right, however the California Community Colleges is required to inform you of the federal laws for collecting and submitting your information to the IRS, and the penalties that may be levied against you for failing to provide a valid Social Security Number or Taxpayer Identification Number. These regulations include: 

· The Social Security Number or Taxpayer Identification Number is required to claim tax credits for higher education costs known as the American Opportunity Tax Credit in accordance with the Taxpayer Relief Act of 1997.

· Federal regulations require the California Community Colleges to provide specific information to the Internal Revenue Service (IRS) for the purpose of filing an information return (IRS Form 1098-T “Tuition Statement”) for each student in attendance, with a few exceptions. The specific information collected includes the student’s name, address, Social Security Number (SSN) or Taxpayer Identification Number (TIN/iTIN), and enrollment status, as well as the amount of tuition paid or billed, and scholarships received. (26 C.F.R. 1-60505-1(b)(2)(ii).)

· Failure to provide a correct Social Security Number while claiming tax credits for specified education expenses may result in a penalty levied against the student by the IRS in the amount of $100, per year, until the missing or incorrect information is provided (26 C.F.R.  1-60505-1(e)(4)).

In addition, there are more reasons why it may be to your advantage to provide your SSN or TIN on this application. These include:
· Speedier Application Process - Some colleges may require you to contact them for a substitute ID number if you do not provide your SSN or TIN.

· Availability of Your Records - Providing your SSN or TIN is the best way to ensure your records are accessible when you need them. If you do not provide your SSN or TIN:

· Your enrollment or degree may not be found in the National Student Clearinghouse.

· Employers may not be able to verify that you received a degree or certificate.

· You may encounter difficulties sending transcripts to other colleges or universities.

· Financial Aid - Your SSN or TIN is required when applying for federal and state aid programs.

· Tax Credits and Deductions - Providing your SSN or TIN helps you (or someone claiming you as a dependent) receive tax credits or deductions to which you are entitled.

All CCCApply institutions are required by law to keep your peronsal information private and secure and may not to reveal it without your permission. If you provide your SSN or TIN, you can be confident that it will not be misused.

To enter your Social Security number or Taxpayer Identification Number, click “Cancel” to return to the previous page.
By clicking “Continue” I confirm that I have read and understand the federal IRS laws and regulations for collecting and reporting my Social Security Number or Taxpayer Identification Number as stated above, and the state privacy disclosures appearing in the Privacy Policy.

	Storage/Usage:
	Stored in database for use in autopopulation.

Included in Account Profile.

	Notes/Constraints:
	AB46 and other legislation prohibit requirement of Social Security Number for admission or student record-keeping. While the colleges and many educational agencies remain reliant on SSN as the only reliable unique identifier of a student, the applicant must have the option not to provide it.
Due to recent IRS penalties levied against California community colleges for failing to provide, or providing invalid, social security or taxpayer identification numbers, CCCCO Legal advises compliance with IRS Requirements for Collecting SSN/TINs (IRS p. 1758) – which includes displaying specific regulations/restrictions “to every student in attendance”- including those not required to provide a SSN/TIN or are not eligible to obtain one (see Exceptions).  Statement to students includes what is being collected and provided to the IRS and why, and the admonishments/penalties for not providing one/valid number.  SSN Encouragement language contains reiteration of “statement” with additional confirmation checkbox or “click here to confirm acknowledgement of receipt of information.”

	Prompt Text:
	[Checkbox] Check this box if you do not have a Social Security number or Taxpayer Identification number, or decline to provide one at this time.
[Below Checkbox – as shown on mock-up]

Undocumented international students, nonresident aliens, and a other  exceptions
, may not have a Social Security Number (or Taxpayer Identification Number) and should check this box. 


	Hover Help:
	Check this box if you do not have a Social Security Number or Taxpayer Identification Number, or choose not to provide one at this time, or if you are exempt from providing one due to your current residency status, enrollment status, or if you are registering for noncredit courses only.  

	Pop-Up Help:
	

	Values - Labels:
	1 = Yes (checked)

0 = No (not checked)


6.
Revise the SSN Encouragement language text and functionality.
b. Replace existing SSN Encouragement language with new language (See Appendix III). 
 

c. This new SSN Encouragement language plus additional text prompts appears in the Error checking within “SSN_No”  and appears to ANY user who places a check in the “I do not have…” checkbox.

d. Update the description of SSN Encouragement Language text/use/functionality in Account Creation document.
e. Update the Social Security Number Table (Account Creation; Profile documentation). 
7.
Update the SSN Table (Appendix IIIB)

Appendix I: New
 SSN Language 

The Social Security Number or Taxpayer Identification Number
 is required to claim tax credits for higher education costs known as the American Opportunity Tax Credit in accordance with the Taxpayer Relief Act of 1997.

Federal law requires the California Community Colleges to provide specific information to the Internal Revenue Service (IRS) for the purpose of filing an information return (IRS Form 1098-T “Tuition Statement”) for each student in attendance, with a few exceptions
. 

The information required by the IRS includes the student’s name, address, Social Security Number (SSN) or Taxpayer Identification Number (TIN/iTIN), and enrollment status, as well as the amount of tuition paid or billed, and scholarships received. (26 C.F.R. 1-60505-1(b)(2)(ii).)

Failure to provide a correct Social Security Number or TIN while claiming tax credits for specified education expenses may result in a penalty levied against the student by the IRS in the amount of $100, per year, until the missing or incorrect information is provided
 (26 C.F.R.  1-60505-1(e)(4)).

In addition, California Education Code sections 68041 and 70901(b)(7) authorize the California Community Colleges Chancellor’s Office (CCCCO) to collect information you submit through the OpenCCC Online Student Account and CCCApply Online Application for Admission for the purposes of completing and submitting California College admission applications and financial aid on your behalf.  

Further, information acquired by the CCCCO is subject to the limitations set forth in the Information Practices Act of 1977 (Title 1.8 (commencing with Section 1798) of Part 4 of Division 3 of the Civil Code). Compliance with these laws is identified in the Privacy Policy
.

(Note:  
This new language will appear in a grey or light blue highlighted text box
 within the SSN question/fields. It is to be placed below the “I plan to apply…” checkbox and above the remaining SSN field prompt text – which includes the highly important “confirmation statement”.  Please see the question mock-up for clarification.

Appendix II:  Pop-Up Help Boxes

1)
Definitions of Taxpayer ID Numbers

Taxpayer Identification Numbers (TIN)

A Taxpayer Identification Number
 (TIN) is an identifying number assigned to a person by the Internal Revenue Service for tax purposes. A valid TIN may be a Social Security Number (SSN), Individual Taxpayer Identification Number (ITIN), Employer Identification Number (EIN), or Adoption Taxpayer Identification Number (ATIN).

TINs are 9-digit numbers beginning with the number “9” and are formatted like a Social Security Number (SSN): [NNN-NN-NNNN].

ITIN
Individual Taxpayer Identification Number (ITIN) is a tax processing number only available for certain nonresident and resident aliens, their spouses, and dependents who cannot get a Social Security Number (SSN). 

EIN
An Employer Identification Number (EIN) is also known as a federal tax identification number, and is used to identify a business entity

ATIN
An Adoption Taxpayer Identification Number (ATIN) is a temporary nine-digit number issued by the IRS to individuals who are in the process of legally adopting a U.S. citizen or resident child but who cannot get an SSN for that child in time to file their tax return.

SSN: A Social Security Number is a 9-digit number issued to an individual by the Social Security Administration in order to track social security benefits and employment. 
2) 
Exceptions

Exceptions to the federal IRS regulations, regarding the collection of social security numbers or taxpayer Identification numbers from every student in attendance, are students exclusively enrolled in noncredit courses, undocumented international students, and nonresident aliens - unless the nonresident alien student requests that a return be provided to the IRS. (26 C.F.R. 1.60505-1(a)(2), (b)(5)(ii).)
Appendix III:  SSN Encouragement 
SSN Encouragement Language
If the user does not provide a valid Social Security Number or Taxpayer Identification Number during Account Creation, a confirmation text box will appear explaining why the SSN is important, including the IRS federal regulations requiring the College to file a return for every student in attendance (with few exceptions) and the admonishments for not providing a valid SSN or TIN. The user is encouraged to either go back and enter their SSN or TIN, or check the box confirming that no SSN will be provided. The exact wording is included in the Social Security Number (SSN) data element in the Data Dictionary, and the Social Security Number table in OpenCCC Account Creation and Profile document.


This functionality is duplicated in Account Application because of the importance of the SSN.

SSN Encouragement Language Text:

Providing Your Social Security Number or Taxpayer Identification Number

You have chosen not to provide your Social Security number (SSN) or Taxpayer Identification Number (TIN). This is your right, however the California Community Colleges is required to inform you of the federal regulations for collecting and submitting your information to the IRS, and the penalties that may be levied against you for failing to provide a valid Social Security Number or Taxpayer Identification Number. These regulations include: 

· The Social Security Number or Taxpayer Identification Number is required to claim tax credits for higher education costs known as the American Opportunity Tax Credit in accordance with the Taxpayer Relief Act of 1997.

· Federal regulations require the California Community Colleges to provide specific information to the Internal Revenue Service (IRS) for the purpose of filing an information return (IRS Form 1098-T “Tuition Statement”) for each student in attendance, with a few exceptions. The specific information collected includes the student’s name, address, Social Security Number (SSN) or Taxpayer Identification Number (TIN/iTIN), and enrollment status, as well as the amount of tuition paid or billed, and scholarships received. (26 C.F.R. 1-60505-1(b)(2)(ii).)

· Failure to provide a correct Social Security Number while claiming tax credits for specified education expenses may result in a penalty levied against the student by the IRS in the amount of $100, per year, until the missing or incorrect information is provided (26 C.F.R.  1-60505-1(e)(4)).

In addition, there are more reasons why it may be to your advantage to provide your SSN or TIN on this application. These include:

· Speedier Application Process - Some colleges may require you to contact them for a substitute ID number if you do not provide your SSN or TIN.

· Availability of Your Records - Providing your SSN or TIN is the best way to ensure your records are accessible when you need them. If you do not provide your SSN or TIN:

· Your enrollment or degree may not be found in the National Student Clearinghouse.

· Employers may not be able to verify that you received a degree or certificate.

· You may encounter difficulties sending transcripts to other colleges or universities.

· Financial Aid - Your SSN or TIN is required when applying for federal and state aid programs.

· Tax Credits and Deductions - Providing your SSN or TIN helps you (or someone claiming you as a dependent) receive tax credits or deductions to which you are entitled.

All CCCApply institutions are required by law to keep your personal information private and secure and may not to reveal it without your permission. If you provide your SSN or TIN, you can be confident that it will not be misused.

To enter your Social Security number or Taxpayer Identification Number, click “Cancel” to return to the previous page.

By clicking “Continue” I confirm that I have read and understand the federal IRS regulations for collecting and reporting my Social Security Number or Taxpayer Identification Number as stated above, and the state privacy disclosures appearing in the Privacy Policy.

Appendix IIIB:  Social Security Number Table (OpenCCC Account Creation and Profile)
	I plan to apply for admission or financial aid.
	Checkbox
	no
	SSN encouragement will not occur if this box is unchecked.

	SSN
	Numeric+
	YES
	SSN fields not null XOR ‘No SSN’ box checked.

Store only one value for download (with hyphens).  

SSN encouragement occurs if ‘No SSN’ is checked (not empty).

CCCCO Legal/OCR must approve language and usage.

	SSN Repeat
	Numeric+
	
	

	No SSN
	Checkbox
	
	


�Consult Terry. These verification checks may have to move to new data field “SSN_Type” – to be checked after student indicates number type.


�This statement ensures we are complying with regulations by having students “confirm” they have read and understand exactly what data is being collected and why, and the consequences for not complying with federal regulations. By wording the confirmation statement in this way, we are also minimizing the need for another download field. 


�Link out to the existing Privacy Policy


�Work this out with Terry to determine which question type will be used.


�Confirm the data element name with Terry. Find/replace all instances if it needs to be changed.


�Per Legal Opinion 13-05, CCCApply cannot “require” that students provide their SSN/TIN; likewise, per the exceptions, some students will not have the info to provide. This checkbox will alert page verification to pop up a reiteration of the “SSN Encouragement / with statement and consequences per IRS requirements (SSN/TIN Encouragement).


�Link to the “Exceptions” pop up box.


�APPROVED by CCCCO Legal Office, June 2, 2014.


�New Help Pop-Up #1: Taxpayer Identification Number descriptions. (see Appendix II)


�New Help Pop-Up #2�(See Appendix II)


�BOLD this text onscreen


�Link out to existing Privacy Policy Help Pop-Up.  (All instances throughout specification)


�Discuss with Terry whether to put in a highlighted text box, or change the font color to blue.


�(IRS: http://www.irs.gov/Individuals/International-Taxpayers/Taxpayer-Identification-Numbers-(TIN))
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